Overview

Unity Satellite Business

One interface to satellite connectivity
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Mobileware Unity

Single environment to all satellite business & networks

* Dynamic Provisioning, Billing, Monitoring, Support

* Real time across all — hereunder prepaid, monitoring

* One API (web service) to global satellite provisioning

* Inmarsat 14/GX, Iridium, Thuraya, Orbcomm, Eutelsat....
 Advanced Self care functionality across any level

* Integrated POP for Inmarsat GX, 14, Thuraya, Iridium, VSAT...

“AIRTIME

Mobileware Group



Main Functionality

Specialized in development of unified provisioning, convergent
billing, real-time monitoring for satellite operators.

PROVISIONING BILLING MONITORING

Complete Satellite Business Environment.
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Uniform Satellite Provisioning

*  Frontend — Easy and simple Provisioning in a uniform way

*  Operator Dashboard — Advanced adjustments

*  Service orders w. multiple workflow

* Interfaces all Bootstrap Enabled for easy integration

. Iridium, Thuraya, Inmarsat 14, Inmarsat GX, Eutelsat VSAT ....
*  Self care functionality across any level w. permission control
*  Bulkloading across users, packages, inventory with drag & drop
*  Services can be build based on Easy to use Product Wizard

*  Multi language, Multiple branded interfaces...

*  Adaptive User Expirence (UX complient)

* Asingle APl interface for easy integration

*  Highest possible security level (OWASP, ISO27001, OAuth2...)
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Convergent Satellite Billing

* Real time CDR processing from all satellite networks

* Instant access to rated traffic data

*  CDR mediation from Inmarsat, Intelsat, Iridium, Thuraya...

* Rating performed on 3 level in a single loop

*  Advanced rating plan management — drag & drop

*  Rerating, Reprocessing failed traffic, Manual Injection..

* Single invoice capability - floating / fixed periods — Invoice print groups
*  Many Business divisions — seperate invoice/credit numbers

*  Multi currency rating — integrated ECB, - Convergent billing reports

* Credit notes, AR, GL, integrated traffic report builder, advanced taxation
* Direct integration with major financial systems — SAP, Navision..

* Complete end to end billing in a highly flexible way
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Real time monitoring

* Real time CDR processing = Real time monitoring

* Minimize credit risk — increase revenue stream

* Send email, SMS, files, web service commands..

* Spending, Usage monitoring on packages, users...

* Auto suspend, resume packages based on monitoring
* Manage usage with auto throttling of throughput
 Multi language Templates with partner logo etc..

* Dynamic Notification templates integrated with Apache Velocity capability
allowing smart notification as well as HTML notification with Base64

“AIRTIME

Mobileware Group



POP Environment

POP Manager that integrate Unity with any POP environment in realtime
Integrated IPAM server for IP management

Complete advanced POP environment for New York & Amsterdam
Juniper based firewalls and routers APl integrated to Unity POP Manager
Redundant Radius server setup for Inmarsat 14, GSM 4G and Thuraya
IMSI authentication across multiple IP addresses per terminal

Full Grafical - End customer self care across firewall settings

The cheapest & most advanced POP offer on the market today

Range of integrated services, Web Acceleration, WAN acceleration, compressed
email/messaging/file services, data throttling, real time debugging with customer
access to own logs, Aero access manager for aircraft Internet, VolP integration...
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One Environment for All
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Simple, Flexible and Powerfull

* Unity have been developed of the last 19 years into a rock
solid satellite business environment

* Functionality and Advanced technology made simple

* Deliver any needed part of a solid satellite envornment

* Provisioning, billing and monitoring in a powerfull setup

* Basically plug & play into all major satellite services in the sky
* Environment that is open and easy to evolve
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Some Reference Customers
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Complete Satellite Business Setup

Billing Hardware Integration Portal Front-End Inventory Support Full Self-Service

A single environment for all to operator a satellite business — allowing customers access to own data.

Provisioning Prepaid Traffic Open Multilevel Order POP
System Mediation Standards Customer Management interaction
handling
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Fast and Easy access to any service

EUTELSAT
IRIDIUM

UNITY API

N THURAYA

7 N INTELSAT
ORBCOMM
INMARSAT

Unity are a complet end to end Satellite
Business Environment - a single uniform
solution directly integrated to basically all
satellite networks.

- Unified Provisioning - Single Sign On (SSO)

- Convergent Billing - Highly Secure Architecture

- Real time Monitoring - Redundant, Highly Scalable

- Full Self care - Single API for all satellites

- Single Invoicing - Multi currency, Multi Language
- Revenue Assurance - Comple Financial integration

- Comprehensive Notifications - Many Extra modules
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Inmarsat GX
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° Backend Functionality
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Front-end & Dashboard Environment

Backend Functionality
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Front-end & Dashboard Environment

Backend Functionality
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Mobilware Front-end & Dashboard Environment

Mobilware Unity

Complete Satellite Business Setup

MOBILEWARE



Multiple Solution Options
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Multiple Solution Options

 Simple Cloud Environment

* Redundant Cloud Environment

* Redundant Cloud Environment with GEO failover
* Local Redundant Environment

* Source code — Including developer environment and deployment center
allowing to build on top of Unity components (Hit the Gropund Running)

* Scalability — Basically any of the above can scale linked to the implemented

stateless communication
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Different model options

CLOUD SAAS

MW manage complete platform

Fully operated in MW private cloud
Hardware delivered by MW
MW Support & Development

Backup based on server images and
incremental Database backup

Easily scalable and can be deployed world
wide

Cheapest solution

Sample customer: Navarino - Using this to operate their
Iridium & Inmarsat 14 & Inmarsat 15 services across the
different custopmers providing real time self care...

MW = mobileware

OPERATOR SAAS

MW manage in operator location

.

Sample customer: KDDI are using this model in a Geo
redundant setup where KDDI manage solution in Japan and
MW manage redundant failover solution in New York.

Operator hosted environment

Operator deliver hardware and databases

MW manage all remotely across software, backup
and supervision

Typically equipped with more momory than cloud
based — giving better performance

More costly linked to hardware and more work to
handle remotely — no deployment option

Operator manage & develop platform

. Hit the ground running!

. Operator hosted environment

. Hardware delivered by Operator

. Access to source code on Gitlab

. Comprehensive Development training

. Operator can develop own modules on top

. Highly custimizable — bootstrap, open framework
. Making it easy to build ‘own’ environment

. MW support and maintain core modules

Sample customer: Honeywell as well as Airbus Defense using this for
Nato, Spanish military, French MOD... MW have in this setup also
build their POP environment in France to handle Inmarsat 14,
Inmarsat 15, Thuraya as well as Iridium services.
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Simple Cloud Environment

Mobilware operate out of the 16 biggest Internet Exchange points in the world

where we are having secure (1SO027001) environments in place to operate a stand
alone environment

This environment need minimum 3 servers — this is a absolut minimum
configuration

Mobilware handle servers, software and database — backup are performed

automatically periodically with image snap shoot for extrem fast recovery as well
as with incremental database backup

Directly integrated with one of our deploymewnt environments
Monitoring are handled from our environment in Copenhagen
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Redundant Cloud Environment

* Unity in a redundant cloud setup will have all functionality replicated across
multiple servers

* Unity have integrated end to end API calls that perform system validation that are
used for smart failover across all level.

 Databases are replicated MASTER-MASTER-MASTER in a loop typically based on
MariaDB but any database are supported including Oracle or MySQL
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Redundant GEO Cloud Environment

 Two different Geografical locations in example New York and Amsterdam

* Special data replication implemented linked to normal database replication isn’t
good at handling large distances

 Each environment are implemented as a stand alone processing billing data from
the same source data

* Provisioning replication are managed using data replication in Unity
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Local Redundant Environment

* Operator deliver the needed hardware as well as a replicated database in case of
redundancy

* Mobilware install and operate the installed environment

e Completly open for the operator to be adding own developed modules that

integrate into Unity core software using well defined API calls or direct database
access.
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Own Environment with Source Code

* Operator get Unity installed and integrated to basically any satellite APl and traffic CDR
interface

 Mobilware perform implementation, integration and share source code setup that
allow operator to build or modify any functionality on top of Unity many core modules.

e Airbus Defense are an example utilizing this model — where they are operating more
than 70 servers running Unity across French military, Norweign military, British military,
German military, Spanish military, NATO...

* Thisis a highly advanced setup model that allow the operator to immitiatly have all
interfaces to standard satellite networks fully in place and yet having the ability to build
own setup on to of the many API capabilities.

« Comprehensive Documentation across all area’s from installation, operation as well as

development.
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Architecture Overview
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Conceptual model of Unity

e Uniform & Advanced User Expirence (UX) across all interfaces
* Flexible structure divided into reusable modules

* Highly scalable — all connectivity implement in a stateless way
* Asimple and easy way to access ‘complete’ satellite world

* Adapt easily to any existing and future requirements

* Open standards and best practise across system architecture
* Build with security as a major driver
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System Architecture

Frontend, Operator Dashboard, Backend, Database, POP environment
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Main Components in Unity

Frontend modules

. Unity APl handler module
. Frontend module

. Security scanner module
. Authentication module

. Validation module

. Single Sign On module

Operator Dashboard modules

Authentication module
Package Wizard module
Product catalogue module
Rating plan Wizard module
Invoice & Credit note module

Backend modules

.

Unity APl handler module
Provisioning
Hardware delivered by

BACKEND

. Hit the ground running!

. Operator hosted environment

. Hardware delivered by Operator

. Access to source code on Gitlab

. Comprehensive Development train

Operator can develop own mod
Highly custimizable

Making it easy to build ‘own’ envir
MW support and maintain core

Unity contain a long list of isolated modules, these are implemented across mainly three building blocks.
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Highly modular so it can

FRONTEND

API

BACKEND

adapt

Multiple Frontends

. Multiple Frontends in possible different layout
. Frontends with dedicated URL
- Frontends installed with Load balancing

Multiple Backends

. Multiple Backends can be operating

. Each Backend will monitor the other Backend

- Database replication will handle data is the
same

Unity Larger Projects

- Adapt Large projects in satellite business
L] Build easily a dedicated interface setup
L] Adapt Layout, Colours, Functionality

. Sample: Phillipinne Election project

. Sample: Red Cross in Africa
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Multiple Unity on a single Account

I
UNITY 5

I
UNITY 6

S <
UNITY 1

S <
UNITY 2

E— <
UNITY 3

S <
UNITY 4

Inmarsat just added as sample, same with Iridium, Thuraya and similar.

INMARSAT

Sample: Single Inmarsat Account

- One account for multiple Unity setup
. Work with Iridium, Viasat, Thuraya...
- This allow multiple REAL TIME setup

Bill Splitter

- Based on IMSI range will it Split Traffic
- Also offer complete system seperation
L] All taking place in real time

Real Time Provisioning
. Any connected Unity block is real time
- Complete seperation needed for military

Multiple Satellite Accounts

. Gather multiple Inmarsat accounts in one
. Gather multiple Iridium accounts in one
. Share servives across Business Units
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Software Release Architecture

Gitlab, Deployment System, Test, Beta, Production..
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Multiple Environments

When a new Unity release are ready and have associated release notes then will they be available for uploading into the operators Test
environment - when approved through testing can it be deployed on Staging Environment for Live testing - after this have been
completed can it be deployed into Production Environment - an end to end process that ensure highest possible level on new software
releases.

Test Environment

Test Environment

.

Environment in stand alone configuration
Connected to remote sattelite operators test
interfaces across Inmarsat 14, Iridium, Thuraya
Test environment will be used for comprehensive
testing of new releases

Can be used for internal training

Test of new products as well as rating plan and
product template testing

Test Environment normally 3 servers with no POP
manager access

Staging Environment

Staging Environment

Environment directly connected to Live
Satellite networks that allow real testing

Allow real testing end to end

Can be connected to POP Manager and allow
real POP provisioning

Integrate directly with Inmarsat 14, Iridium,
Thuraya, Eutelsat...

Production Environment

Production Environment

Deployed after completed testing on Staging
Environment

Production setup can be different than staging,
linked to redundancy as well as scalability

Security can cause many more servers to be in
production environment
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Software Development & Deployment

Unity are developed in dedicated framework for Java and PHP

Software framework is a platform for developing software applications which define the structure of programming
system

Advantage of using frameworks is — applying coding in a standardized format, higher security, faster development,
easier integration and elements included are well documented.

Software versioning and software repositories are stored in our Gitlab Servers that automatically manage
versioning and allow multiple developers to be working in an organised way on the same code base.

Mobileware have developed a deployment environment (Unity Deployment Software) that integrate directly with
Gitlab and fully automate and manage software deployment from our two main locations in Singapore and
Amsterdam.

Gitlab are not just used for code repository — it also maintain changes linked to database part — their will together
with software releases often be database updates adding extra fields and similar — Gitlab will handle these
associated SQL scripts.

Deployment servers will maintain each single operators configuration files — that mean all software and

configuration are fully available from Gitlab.
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Redundancy Architecture

Primary, Secondary System, Replicated Database Environment
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Redundancy

* Install Unity in many sizes having different level of redundancy

*  Unity are having all communication performed in a stateless design that allow multiple backend as
well as multiple frontend servers

*  Any part of Unity can be scalled and made redundant

*  Multiple frontends, multiple backends allow easy and simple redundancy when to come to
hardware

*  Redundancy setup with Unity are configured as two standalone systems where backend billing
simply first get processed through the first server and following through the next server.

*  Provisioning are build into a single server node in each side — server performing provisioning will
automatically when succesfull generate same simcard as internal users in the secundary server.
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Hardware Architectur

Unity can be scaled and delivered in many shapes dependant on the operators requirements for redundancy,
scalability, security and similar - below is a typical sample implementation.

e

PRIMARY SECONDARY
a < DNS >
=
B FAILOVER MONITOR
Z < >
2
= AP API
API BACKEND BACKEND API

o
S AP API
=
- DATABASE
(@]
<C
Z API
E GATEWAY GATEWAY API
o

DEPLOY SYSLOG EMAIL DEPLOY SYSLOG EMAIL

BACKUP SNMP SFTP BACKUP SNMP SFTP

FRONTEND

OPERATOR

GRAFANA



Backup Architecture

Software Deployment Center, Server Images backup, Database backup
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Backup

*  Actual source code as well as operator configuration are all in Gitlab in two locations across Amsterdam
and Singapore — this is getting automatic backup every night in each location

*  Operator data in their production system are all in the database environment associated with each

operator — this are getting backups performed in different ways
- In cloud environment are databases backed up standard through server image backup every 3 days — or for premium support every 3 hours
- Databases are as well getting backed up in the old facion way using incremental database backup using Percona XtraBackup

- Replicated database environments are all installed with 3 database servers running master-master-master in a loop, when a database backup
is performed will one of the servers be locked and a backup is performed after it is initiated again will is sync.

- Operator located databases are getting backup performed by the operator in their own environment.

e UnitGate — metric collection from Inmarsat GX/FX as well as IoT/M2M data are stored in ElasticSearch that
are file based — Unity have ElasticSearch running in two servers equipped with 32 Gb RAM each as a cluster
— caprtured files get auto backup perfoemd into rackbased Synology units.
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Monitoring Architecture

SNMP, API monitoring, Syslog, Rotating logfiles, Autobanning monitoring
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Monitoring

Mobileware are running Centreon with integrated Nagios SNMP monitoring across all platforms and have
developed a list of special API calls that perform end to end module monitoring across Unity functionality.

Dedicated API calls have been implemented to report a long list of key monitoring points related to
preformance across provisioning, billing and module processes.

Operator can get own SNMP monitoring implemented if solution are locally installed or their existing
monitoring can be calling Unity monitoring API calls

Unity will provide real time interfaces for service orders, failed service orders, processed
CDR flow, mediation, collector, rating, monitoring...
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Centreon in Unity

Our monitoring did back in time use Nagios - this have been replaced with Centreon that are based on Nagios but offer a easy to use
interface and at the same time a far more advanced monitoring capability that allow streaming data monitoring - basiocally will it be able
to gather data from hardware, applications as well as data patterns.

Unity have as listed implemented dedicated data flow API calls that allow Centreon to monitor health of the actual data flow and not just
processes and hardware status - Centreon will see CDR errors, Provisioning work flow, remote satellite operator connectivity, CDR delivery...
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splu"k (\Ib IT Infrastructure Monitoring
111 :
Hybrid IT Infrastructure -

Monitoring AlOps Frameworks

Centreon EMS
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Hardware Architecture

Redundant hardware, Stateless and Unlimited Scalability
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Hardware Architecture

Unity can be scaled to fit basically any level if redundancy, load as well as offer multiple frontend interfaces - so the below diagram
are mainly listing a standard Unity node - in case of redundant setup will it be duplicated.

FRONTEND

FRONTEND

DASHBOARD

DASHBOARD

o SUPPORT
1' B2B CMS

API

GRAFANA

KIBANA

API

API

API

API

BACKUP

BACKEND

GATEWAY 1

GATEWAY 1

GATEWAY 1

API I POP MANAGER

@

DEPLOY
FIREPLOTTER

(@

DATABASE
CLUSTER

NODE 1
API

A

SYSLOG
SNMP

o

XtraBackup
Incremental Backup



Software Architecture

Open Standards, Highly modular, Stateless Connectivity, Security
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Software Architecture High Level

Unity consist of hundreds of modules - below are listed some of the main modules.

OPERATOR DASH FRONTEND

GRAFANA/KIBANA

WEB SERVER WEB SERVER

WEB SERVER

CENTREON

PROVISIONING
AUTHENTICATION

API SERVICE ORDERS

WORKFLOW

MANAGEMENT

PRODUCTS

API
SERVICE WIZARD

BILLING

COLLECTOR

API MEDIATOR

UNITGATE
API

DEPLOYMENT

USERS
AUTOBANNER

VALIDATOR

BULK LOADER

INJECTOR

RATING

INVOICING

ELASTICSEARCH

GITLAB

TEMPLATES

SELF CARE

SEARCH

REPORTING

RENENUE ASSURE

PREPAID

RATING PLAN

GRAYLOG

ECB

EMAIL

MONITORING
NOTIFICATION

COUNTERS

AUTO BLOCKING

RTM

RERATE

DISCOUNT

EVENT PLAN

POP MANAGER

API

API

API

API

SFTP

FTP

INMARSAT |4

INMARSAT I5

IRIDIUM

INTELSAT

ORBCOMM

EUTELSAT

THURAYA

SKYWAVE

GILAT

TELESAT

RESELLERS
SINGTEL
MARLINK
AST GRP
NSSL
SPEEDCAST
KDDI

POPs



Software Framework behind Unity

Laravel Framework for frontend & Operator Dashboard

Bootstrap as GUI standard — Responsive Design — NGINX —JSON API
Speed of development — in a standardised and order way

Large benefit in using open standards and well tested liberies.
Standardised Security and Authentication to ensure solid setup

Unity are very easy to start working on top of linked to using standard tools
across a modules and interfaces.

Lots of online help to be available for Laravel, bootstrap, Oauth2, Responsive
design, web services, centos...

nnnnnnnnnn

Unity Frontend Environment
JSON / LARAVEL / BOOTSTRAP

AN
W\

~”
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Backend Architecture Provisioning

API

PROVISIONING

FIREWALL

AUTHENTICATION

VALIDATOR

AUTOBANNER

UNITY API PARSER

SELF CARE

USERS

PACKAGES

DATABASE ACCESS

TOKEN HANDLER

DATA CAPTURE

SERVICE ORDERS

WORKFLOW

SUB. TEMPLATES

INVENTORY

NOTIFICATION

POP MANAGER

MONITOR API

LOGGING

AUDIT LOGGER

SEARCH

WIZARD PACKAGE

BULKLOADER

TASK HANDLER

DEFEERED ORDER

REDUNDANCY

INMARSAT 14

INMARSAT I5

IRIDIUM

INTELSAT

ORBCOMM

EUTELSAT

THURAYA

SKYWAVE

GILAT

TELESAT

API TEMPLATES

AUTHENTICATION

FIREWALL

API

API

API

API

SFTP

FTP

INMARSAT |4

INMARSAT I5

IRIDIUM

INTELSAT

ORBCOMM

EUTELSAT

THURAYA

SKYWAVE

GILAT

TELESAT

RESELLERS
SINGTEL
MARLINK
AST GRP
NSSL
SPEEDCAST
KDDI

POPs



Backend Architecture Billing

API

BILLING

FIREWALL

AUTHENTICATION

API VALIDATOR
INVOICING
FINANCE
AR/GL
REPORTS
DATABASE ACCESS
ERROR HANDLER
TOKEN HANDLER

AUTO BANNER

TAXATION

RATING

RATING PLAN

PREPAID

DISCOUNT

EVENT HANDLER

RERATING

LOG HANDLER

SELF CARE

INMARSAT |14
CURRENCY
INMARSAT I5
CDR VALIDATOR IRIDIUM
COLLECTOR
INTELSAT
MEDIATOR
ORBCOMM
ARCHIVE HANDLER
EUTELSAT
TRAFFIC SPLITTER
THURAYA
TRAFFIC SPLITTER
SKYWAVE
FEE GENERATOR
GILAT
CREDIT HANDLER
TELESAT

AUTHENTICATION

FIREWALL

API

API

API

API

SFTP

FTP

INMARSAT |4

INMARSAT I5

IRIDIUM

INTELSAT

ORBCOMM

EUTELSAT

THURAYA

SKYWAVE

GILAT

TELESAT

RESELLERS
SINGTEL
MARLINK
AST GRP
NSSL
SPEEDCAST
KDDI

POPs



Frontend Architecture

SSL

FRONTEND

FIREWALL

AUTHENTICATION

SERVICE ORDERS

RESELLERS

COMPANIES

SUBSCRIBERS

VESSELS

AIRPLANES

ERROR HANDLER

TOKEN HANDLER

AUTO BANNER

SELF CARE

BOOTSTRAP

PRODUCTS

TRAFFIC PARSER

SEARCH HANDLER

LISTING HANDLER

INVENTORY

LOGGING

DATABASE ACCESS

INMARSAT 15

IRIDIUM

INTELSAT

ORBCOMM

EUTELSAT

THURAYA

SKYWAVE

GILAT

TELESAT

INMARSAT 14

API HANDLER

FAILOVER

SNMP API

API

Hundreds of satellite provider templates, allowing

BGAN, SBB, GSPS, Thuraya IP... Provisioning

AUTHENTICATION

FIREWALL

API/SSL BACKEND

API/SSL BACKEND

Stateless setup that offer
redundancy and scalability



UX Architecture

User Expirence are making satellite easy to operate and use
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UX (User Expirence) in Unity Design

* Making all interfaces extrem user friendly are one of the key points in Unity

* Make an interface that are simple and yet powerfull

* Integrated validation — field by field, page by page, product dependant...

* Integrated help where it is needed —in fields, sample files etc.

*  Multi Language allover — French, English, Portuguise, Japanese...

*  Environment based on open standards like Bootstrap for easy Layout adaption

*  Design & Layout in Responsive Design that adapt to devices

* Easy to use, Drag & Drop interfaces, Only displaying possible options, Simplified interfaces...

e Dynamic context based menu’s that alighn with:
— Roles
— Content
— State
—  Type
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Unity UX Information Architecture

Our GUI interfaces are constantly being improved linked to UX expirence — from best
practise to customer feedback.

Guidelines:

- Organisation of structure herunder menu’s + sub menus + page tabs

- Labling need to be simple and yet very describing

- Navigation including hide/unhide fields 0 Dynamic content based menu’s
- Search need to be generic and yet adaptive to content

- Export made simple and easy to use

- Wireframes when needed before implementation

- Standardised Layout across pages and sites - Bootstrap
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Data Architecture

Databases — Naming - Data transparency with Revenue assurance

“AIRTIME

Mobileware Group




Database Architecture

Database are build with three nodes using MariaDB in replicated mode: master-master-master

Database naming are implemented so that each table have a meaning full naming and the same encount for fields
defined inside each table — sample can be table name ‘rawcdr’ that will contain raw cdr data, or ‘cdr’ that will contain
mediated cdr data. This naming convention make it really easy to build new joins and make it easy to learn the structure.

Database Architecture structure are getting defined and documented using Dataedo

Database architecture is done as a 3-tier architecture across presentation layer, business logic Layer including API logic,
to dta access layer. And after implementation have database structure been applied Normalization — making sure a
systematic approach in decomposing tables to eleminate data redundancy and eliminate undesirable characteristics.

1.13. Table: cdr

Columns

B Y [

B rawedr_id

B created_at

g modified_at

g type
7 &

Data type

bigint(19, 0)

bigint(19, 0)

timestamp

timestamp

varchar(32)

varchar(32)

Description / Attributes
PK Identifier
Identity / Auto increment
FK to the parent raw CDR file tht produced this CDR record

Automatically inserted timestamp upon creation
Nullable

Default: CURRENT_TIMESTAMP

Triggered automatically to update timestamp on modification
Nullable

Default: CURRENT_TIMESTAMP
VOICE, SMS, GPRS, IP

DP Identity

Database Environment
UNITY BUSINESS MSS
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Database Access Layer - Architecture

Database access are using DAO/JDBC access layer architecture to allow different database base models to be

used.

Application JDBC Interface JDBC
Implementation

Spring JDBC JDBC Driver

DataSource
Config for
connection

DAO is an object that deliver an abstract interface to our database
structure

Database Cluster

@ @
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Database Access Logic - Architecture

Database access logic end to end presented in blocks.

restlets CTTLETIT T N

ER Diagrams

comoler (NS (IDEED G - v

Database entities

g MEmEmeEmEm ot
Data Access Queries

DAO o0 O O 00 b

IDBC - Fr 1 . r r

e o = “AIRTIME
Database Cluster v \.4 \.J

v v v Mobileware Group



Data Transparency - RA

Across multiple satellite networks are captured a very large amount of data, it can be difficult to get a good grip on what is going

on inside the system end to end.

Unity are having integrated revenue assurance (RA) generation that generate muiltiple Excel sheets every month that each cover a
dedicated area and do highlight all the main points, it could be provisioning, where it will be listing all about users, packages,
states, service orders, workflow or it could be billing that will be listing cdr flow, errors, traffic types, trends.. Or inventory reports
that show all about MSISDN numbers, IP addresses, simcards...

revenue_assurance_export

201811

8 items

201907

6 items

201906

6items

201908

6items

revenue_assurance_export — 201909

RA_CDR_201909.xls
65KB

RA_PACKAGE_2019...

25M8

RA_TEMPLATES 20...

a6K8

RA_INVOICE_20190...

737 K8

RA_PROVISIONIN...

51K8

RA_USER_DATA 20...

7MB
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Information Architecture

Documentation, Video Training, Support Architecture

“AIRTIME
Mobileware Group



Training Material

Unity are born with comprehensive documentation across all parts of the system and the flow. In case operator
have the development part then will installation guidelines, operation guidelines and similar be fully available.

01_GETTING_STARTED
02_VIDEQ_TRAINING
04_FRONTEND
05_OPERATOR_DASHEOARD
10_PROVISIONING
11_MONITORING
12_BILLING

13_INVOICING
14_NOTIFICATION

20_ HANDS_ON_TRAINING_MATERIAL
21_UNITY_API
22_REVENUE_ASSURANCE
23_POP_MANAGER

Unity Satellite Business Environment
INVOICE TRAINING

BGAN-5Im-Bulk-  BGAN-Subscripti Failed-CDR's FEB-Subscription  Force-Package-5  Front-End-Create
Upload on-Package-Wiz -Package-Wizard tate -Company
ard

Front-End-Create
-Reseller

Front-End-Create
-Subscriber

G5P5-5ubscriptio
n-Package-Wizar
d

Managing-Produ
cts-Product-Cata
logue

MSISDM-Bulk-Up
load

Operator-Dashbo
ard-Overview
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Developer Tools

Operators can deside to get into different levels of buiolding on Unity, it can be development inside the many template areas where example
scripting languages like Apache Velocity are supported — allowing Operator to apply intelligence into their notifications or similar.

Or it can be building on Unity API interfaces where we offer a complete online developer setup based on Swagger API tools or it can be using
our APl documentation tools.

Or for the advanced Operator can they be applying own modules on top of Unity interacting with database layout or our well defined API
interfaces — could example be to interact with notification module — having a module running that based on database triggers or data flow
would need to send an outgoing notification in the foirmat of a file transfer, SMS message or a simple email.
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Support Environments

Unity are born with comprehensive documentation across all parts of the system and the flow. In case operator have the development part
then will installation guidelines, operation guidelines and similar be fully available.

Dashboard Tickots Managomont = Group ManagomontUsor Managomort. SupportNo: +1 424225283 O

MOBILWARE . SupportNo:+4546049266 & support999 +
4 Ticket Management < o s e

&= Dpepartment Management ¢

System Status News

Frontends OK
' I.' Backends OK
mmmeaue Databases OK ‘

Trouble Tickets

& Group Management <

< 0 Open Tickets
0 Pending Tickets
2 Closed Tickets

& UserManagement

TICKETS PENDING

OPEN TICKETS

TODAY. 0

i)

THIS WEEK 3

THIS MONTH 1

Unity Support environment architecture are build so that it is fitting directly into Unity normal setup — all based on same Bootstrap and can
easily be adapted to fit with operator specific implementations, it is as well able to handle integrated SLA monitoring in direction of

customers.
Mobilware are using this ticket module but it is also available for operators to add to their business in their NOC environment.
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Project Environments

Unity have a simply fied version of Jira implemented that easy and simple adapt to specific project — allowing implementation or project
progress to be managed.

Project planning and progress are normally not handled in our support environment as it is different team members that are dealing with the
information and the tasks.

THER IRTIME AIRBUS Project

::::::::
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Security Architecture

Security a highly important Functionality
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Security as a major requirement

e All functional units are seperated with own security block

* Hardware level — can easily seperate into a swift range of modular building blocks if
needed linked to security

* Software level (OS & Coding) — OWASP Secure Coding Practices
* Interfaces (API’s / Firewalled / Realtime Scanned)

* Usernames / Passwords — Salted Hash Algorithme

* Single Sign On — Token based with Certified OpenlID Certified

“AIRTIME
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Security

All servers have own Firewall
Real-time security monitoring

Auto banning of IP addresses

SSL certificated — higest security level
HP Fortify scanning — OWASP scanning
Military grade security on interfaces
VPN access for maintenance

Audit Trace on all levels

ISO 27001 environment security

Front-end to back-end connectivity 100%
secure REST JSON based ‘no direct database
access like in traditional unsecure setup’
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Secure Software Coding

* Input validation - Output Encoding

*  Authentication & Password Management (Token Oauth2 — SSO - username/password handling)
* Token & Sessin Management — In a Fully Stateless Manner

*  Access Control / VPN — Real time monitoring and Auto banning

*  Cryptographic Practises — One Way Salted Hash Algorithmes

*  Error Handling and Logging

* Data Protection — Communication Security (SSH/VPN/SFTP/Secure APIs)
* Database Security

* File Management — Memory Management

* General Coding Practices

*  Scanning — OWASP / HP Fortify / Fireplotter

* See details in ‘MW_SECURE_CODING’ + Document
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Authentication Hierarchy Security

Admin
Username
Password

Support
Username i
Password

Provider

Company
Address

Account

Company

. % Subscriber;
i Hame

eMail

#  Password

. Super User Absolute
" Control, Typically Operations

. Support Global Limited Control
¢ Billing, Accounts, Services

o~ Service Provider Markets and
Resells, Owns the Customer:
" Direct Subscriber or Corporate

Corporate Single Legal Entity
./ with Multiple Subscribers

Subscriber Single Logon, with
7 Multiple SIM Cards

Role based — but each users can be adjusted in permission settings

Self-Care on all levels

Upper level can own users
Role based content

Role based menu structure
Manage Content based menu
Support access all levels

Alias accounts on all levels
Contact users like pilots...
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Single Sign On (SSO)

Back-End reereereeeieeeae e, .

Menus

.................................

i Tickets .

! Features : Data

Dashboard Database

THE
Token based access management — Stateless connectivity like Google that ensure highest

possible security as well as allow any part to be scaled across many servers. Mobileware Group



Token-based Architecture

* Allinterfaces are divided into need to access security levels
e Alllogin and API calls are fully based on Token Architecture

* All modules communicate between each other using internal API calls —
can be provisioning that need to send request to notification module — all
using Oauth 2.0

* Token Service is the cornerstone for secure APIs — It is responsible for
issuing tokens with information about the incoming request for our access
control decisions.

e All using stateless architecture that allow high scalability as well as

allowing a fully redundant environment setup.
" AIRTIME
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Multi-Level Authentication

Client
Workstation

Bt D e
DO0.
o f’v%!’é-’

Portal (FE)

...........................

User clicks privileged CMS request
{2) CMSdisplays login box

wﬁg User enters the Username/Password
After local login, CMS forwards login

%,g; AP| creates unique one-off session ID
& returns it to the user

Security highly imp

Database
Cluster

Back-End (BE)

Qﬁ User requests action passing unique ID I[ ll
ft"jﬁ) CMS forwards session ID to API
) APl maps ID and invokes REST JSON on

BE queries DB for internal ID and roles

\@ﬂ, Action is authorised & stack un-wound
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Dynamic Firewall Architecture

Unity do consist of multiple hardware nodes each handling
seperate parts — it can be Frontend, Backend, Operator
Dashboard, Database, Graylog, ElasticSearch, POP Manager...

Each single node will have integrated a dynamic firewall that
work together with login and auto banner software

Any repeated wrong flow will result in automated banning of
the source and will in real time be reported to our security

scanner
“AIRTIME
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Secure Internet Access - Architecture

Only Frontend Servers (FE) are having full access to Internet, FE servers are hardended

%
d Stateless Connectivity 3
g fronten Secure APl over SSL . Eeie

Back-End

Authenticated User

Single Sign On
_R

.................................

................................

Back-End

Each Frontend server are installed with a hardened version of Centos - and are equipped with a secured NGINX server - basically only
delivering layout and colours - absolutely no data installed. The Stateless implementation allow many backends to be installed and many

frontends to be installed - basically offering high scalability.
" AIRTIME
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GX Metric Architecture

ElasticSearch, Grafana, Advanced Metric Collector, Unity ELK API
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GX Metric Architecture

Unity can be scaled and delivered in many shapes dependant on the operators requirements for redundancy,
scalability, security and similar - below is a typical sample implementation.

ELK Cluster

API API HANDLER Capture Logic

ElasticSearch
CAPTURE 32Gb

API| X
ElasticSearch

32Gb

FRONTEND

APl APIGEE

INMARSAT

APl SDD
ElasticSearch

32Gb

e ee

KIBANA

UNITY
API

@
@

GRAFANA



GX System Architecture

ElasticSearch, Grafana, Advanced Metric Collector, Unity ELK API
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GX System Architecture

GX system architecture.

INMARSAT
APl BACKEND
° o FX MARITIME
5 API e SYSLOG
g w ) EMAIL GX GOVERNMENT
— API SEP

L L il APl SDD
~— GX ENTERPRISE
— BACKUP
—

JX AERO
API

BACKEND

OPERATOR DASHBOARD



GX Provisioning logic

GX Provisioning are complex with lots of options to be adjusted and toggled.

PRODUCT PRODUCT PRODUCT
CREATE CATALOGUE WIZARD ’
TEMPLATE

INPUT DATA —— > BUILDER

!

SERVICE WORKFLOW
ORDER
WORKFLOW
— @
WORKFLOW

USER DATA WORKFLOW

v

A\ 4

INMARSAT



GX SDD Architecture

Replacing Cisco SEP API with new Inmarsat SDD API
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Unity new SDD Architecture - products

Unity are in the existing Inmarsat SEP setup generating new products using Package wizard that are directly
integrated with Inmarsat sales catalog and the underlaying associated product data configuration needed for a
package

This product wizard are linked to the current Inmarsat offerings for VAR tierl and VAR tier2 — meaning each single
operator will automatically only have access to build products that Inmarsat have enabled for them.

When a product is selected then will Unity automatically preconfigure hundreds of configuration data that get
added to the associated product template for a given product.

The staff member the build and design the new product can manage the different core settings in the background
so that when a staff member in NOC, activation team or an external partner perform actual terminal activation
will they only need very basic knowledge — selecting product , add TPK and potentially select number of IP
addresses to be used on a given terminal.

All other parameters across port settings, SVN, BGP and similar are all preconfigured on template level.

In the new SDD are we implementing the same functionality into our package wizard as this deliver an unmatch
level on UX expirence to the end users performing the daily work - “basically making a complex Inmarsat GX/FX/JX

simple to use.
" AIRTIME
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Troubleshooting Architecture

Architecture that make service order handling transparent
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Direct access to machine room

Normally is the complex part provisioning actions being processed through dedicated APl interfaces when these take place will they alwways
be processed through service orders that can have undelaying workflow orders — on billing will a failure result in a CDR failure and issue can
be sorted and following can rerating be applied. When it come to provisioning is it a little more complex — and to give better access to what is
taking place have we in service order interface integrated the ability to view each API request and response — simply by clicking on the green
or red leds:

Dashboard Provisioning > Billing > Monitoring > Inventory > Prepaid > Sale Orders Operator Supports  Settings >~  Topup Dashboard Provisioning ~ Billing ~ Monitoring ~  Invg

Home | Provisioning / Service Ordar
VIEW SERVICE FILE

Home / Pravisioning / Service Order / Service File

i Service File
Service Order

VIEW SERVICE FILE

1D: 565537

File Name: REQ_1234567890-ActivatePackage-188981-20170829-085114 xml E v o Status @ Type @

Service File:
L] ° ® OK PACKAGE
L] ° [ ] OK - & REMOTE SITE
L ] L] ® OK REMOTE SITE
" ualue="VARDOOBOOOE0O12345"/ > ° ° ° oK REMOTE SITE

<parameter
<parameter
</parametery
</parameter>
<parameter
<parameter

o)
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Sample Environment

The following will mainly be showing some sample interfaces
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Frontend Environment
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Frontend

. Front-end is providing extremly easy to use Customer Self-Care

. Allow Operator activation team to perform daily tasks

. 100% web based — no windows legacy components

. Access w. browsers from our 16 world wide cloud points

. Build on latest secure standards w. java, php, velocity, secure unix
. Latest Bootstrap Layout — allow fastest standard layout changes

. Link Bootstrapl Bootstrap2 What is Bootstrap!

. Responsive design — Running on Laptops, HD desktops, Ipads,
mobile devices...

. Integrated form field error handling + integrated help

. Advanced error respond messages based on years expirence

. Dynamic data filling from parent level, from external databases...
. Taking satellite user interfaces to a completly new level

MOBILWARE

Connectivity made Simple
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One Environment for All

End-User Subscribers

Corporate Users &
Administrators

ISPs & Partners

10s | 100’s . 10,000 Millions

support isp company subscriber

Mobileware Group



Frontend Environment

Fine Grained Role-based

Access Control
Mobilware Rendering
Engine Integration

Seriously Quick, Mo Page Waits

", Life-Cycle: Create, Design,
! Publish, View, Edit
Built-In Scalable
¢ Load Balancer
Any Document Collateral
s . HTML, Word, PDF, PPT

Bi-Directional % Fastest Full-Text Search
Systems Integration - " Available

LA
as®y

User Friendly 0_“

Form Rendering
XForms Standard

Multi-Language,
Internationalised -

Multi-Database Aware .z
Oracle, MS-5QL, mySQL :

- Bootstrap Layout

- Apache / Unix - centos

- 100% web service based REST JSON
- Form error handling

- Dynamic field validation

- Object Oriented Design

- Many Frontend on one backend

- Responsive Design

- Real time data handling - Fast

“AIRTIME
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Frontend - Sample Views

mOBILEm “ l Dashboard  Provisioning ~  Biling ~  Monitoring ~  Inventory =~  Prepaid ~  Operator  Supports  Semtings ~  Topup < Engsh~ L~ @&

- Sample view — many layouts
- Top menu / side menu etc...

- Support Level

Credit Risk O Inventory Support i
- Subscsriber Level
\ Messages Monitoring {C p Dashboard Prepaid - White lable for large customers
Sl ¥
P © o

Metro Start page with focus on

- - Partner Level
Billing

- Company Level

Top 5 Data Top 5 Voice Top 5 Stream warnings —allow Operator and .
reseller to fast see if they are running
example low on inventory.
2,000 “ 1,000 N 2,000 =
0 i i THE
mvsuser SurveyorFBB BGANPost  Asashio FINOS12 CYGNUSPP mountainlgsps_teknosatMTCaletta HellenicRS1 Servviad PTINDONESIA OtusS1 BGANSM SEV003
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Frontend - Sample Views

MOBILWARE

Peter Helmersen Satelite
Operator

Reseller Re

7 iy Company name @
TOYOTA GROUP JAPAN
CNN MEDIA GROUP
SHELL FUEL GROUP
SONY MEDIA EUROPE
CHINA TELESAT LTD
SAT RUNNER AB
MARITIME TRACKER APS
TELECOMITALIA
NAVMAN NEW ZEALAND
USA DID MILITARY
OCEAN COAST AB
SHIPPING GROUP
WORLD MARINE
DEXTER SATCOM

DEEP WATER BOX

GERMAN ARMY

LOCPOINT
COBHAN SEATEL

FLEETMON

preious [l 2 ][ 3] +

Home  Provisioning | Reseller

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

Netwark stz

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

eseller ID @

18390

18362

18290

17990

Reseller ID : 16946

View

Edit

Compary L

Traf

38
15845
15826

15586

Contact@

HEE BEADREE
Niels Johnsson
Rikke Smidth

Lee Chang Nee
ARIEE AR HF
Lasse Malm

Henrik Hansen
Marizio Tammer
Torben Handler
General SR Lambert
Belinda Bramsnaes
Jan Egehorn

Miller Nash

vaun Banowatulad $1ia

Benny Plommer
Bjarne Hubert

G

Henrik Christensen
Joergen Smidth

Bendte Poulzen

Detail: @
Toyora S

CNN Bro

Gil Rig Communication
Sony Studie Group

W FEE

Sate

o

World wide tracking

Telecom Operator
Industrial Tracking/Mining
Marine Com Group

Coast Guard USA

Vessel Track

3

Ocean monitoring

wimsden iy
Measurement Globally
Milicary services

Data collection

M2M monitoring and Remote cant

Test of satellice equipment

Vessel Tracking

Reference @

AP 13025

AP 19025

AP 19925

AP 19025

Created At @

Feb 16, 2015 3:56:31 PM
Feb 16, 2015 11:49:18 AM
Feb 9, 2015 456:08 PM
Jan 14,2015 5:10:22 PM
Dec9, 2014 3:57:41 PM
Nov 11,2014 2:42:08 PM
Oct 28, 2014 2:47:38 PM
Oct 24, 2014 3:29:01 PM

Sep 26,2014 3:56:02 PM

Sep 16,2014 11:17:53 AM
Aug 15, 1:58:17 PM
Aug7,20146:51:38 PM

Jul 30,2014 1:59:38 PM

Mar 10,2014

34PM

Feb 21, 2014 10:37:14 AM
Feb 20, 2014 M

Feb 19, 2014 6:31:08 PM

English v (@

Export

All integrated menus are
context based allowing them
to adapt automatically to
user, package and similar.

Multi language site interfaces
allow easy adaption to
specific local regions.

Aim at displaying all content
on a single page — removing
the need for page scrolling.
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Frontend - Sample Views

MOBILWARE

Company Details

Contact Details

Dynamic form adaption minimize
user errors, the different user
interfaces are automatically
adapting to the type of action.

Integrated validation are done
locally in browser as well as on
dedicated field from backend
data via JSON API calls. Enter
example username and it will be
on the fly validated.

Each field will be equipped with
a small helper icon that will
guide the user to what can be
entered and in what format.
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Frontend - Sample Views

Operator

Package

90111211630971

901112112565692

RADII_TEKNOLOGI_ISATHUB

901112112003098
901112116386411
0901112116378114
901112112702236
901112116362230

00111311 4105071

MSISDN @

Package ID : 226434
Account 1D : 3773
Company 1D : 3769
Reseller ID : 3765
Package : 1003067
Balance : 50

Group 1D : -
Account Owner : V2

View
Edit

Package Com

Package Move

Disc

Subscriber View
Company View

Reselle
u

Loranuts e

Friendly Name @

GSPS INM PC-GSPSPREPAY

FBE INM PCFBSMALLVESS

GSPS INM PC-GSPSWHOLESALE
BGAN INM PC-BGANPREPAYGED

SCAP INM PCISATHUBPOOL

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIVE

MNetwork sta

ACTIVATED

ACTIVATED

ACTIVATED

ACTIVATED

ACTIVATED

SCAP INM PCAISATHUBPQO)

GSPS INM PC-GSPSPREPAY)|

GSPS INM PC-GSPSPREPAY]

GSPS INM PC-GSPSPREE

GSPS

BG -BGANMBSCA]

Context based menus are

role based + generated

based on actual content of

the line —in this case a
prepaid package

GSPS INM PC-GSPSALLOWANCE

GSPS INM PC-GSPSPREPAY

SCAP INM PC-ISATHUBPOOL

GSPS INM PC-GSPSWHOLESALE

£DO 1AL 0F ERCKAALLVECS

ACTIVE

ACTIVE

ACTIVE

ACTIVE

ACTIUL

ACTIVATED

ACTIVATED

ACTIVATED

ACTIVATED

ACTIVATED,

Company name @

Beijing Firstnav Commerce
OCEAN COAST AB

Cellhire PLC

ENERGY WEST

VESTAS DENMARK
VESTAS DENMARK
MARTEL SATCOM

Beijing Hailu Tech Co. Ltd
Beijing Hailu Tech Co. Ltd
DEXTER SATCOM

Customs and Border Protection Service
ERZIA Technologies SL
DEXTER SATCOM

OCEAN COAST AB
MOUNTAIN CLIMB LTD

Cordland Marina
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Frontend - Sample Views

Singtel

Statisics

Hame | Provsanng | Yecod

Vemel  Locstion

Provisioning  Service Order

[roe

Montodng  Trvenkory  Dashboard

FAQ  Seftings  Topp

VESSEL LOCATION
".run‘ ¥, 4
enginou Zan
el ol
]S
g, T
& R Ty
1) MO ruaan g
JHEm HENAN Zhoukou Yancheng
gy
L i
jim !
)ha‘nwar'w BIET Nanjing
= whn i
i izt s
S sad STy
mam RO L lmym = suzhou® . O
viegang im0 ARHUI s
3
Hangzhou /o
Rt duil
e, sl
L Fmnm €T
“EAY_ agm inggemnen < ki st 0 |, Zhoushan
5550 s L8

A%

Guwangju

8%,
Mokps

"
tegi

iz
Se0guipe

of
Veoeu

Enghsh

14 C

14 il o
Kitakyushu Fikiyama- 0.
G Wokayama
o xn
o T
Fukuoka

Statistics  Frovsioning

1 Over max Over

© smcwstmse

Service Order  Monitoring

waming/high Il Good

Inveréory Dshboard  FAQ  Settings  Topup

Motfication s not enabled

Otz s ©

O @

© vames ©

© Amam @

67735

s,

120

Sample with top menu — this
menu also adapt to the
actual authenticated role

Monitoring sample fast
showing user that all it ok
with green color
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rontend - Sample Views

‘ETELESPAZIO

Provisioning «

Inventory v Prepaid +

Tapup

Home | Packages

Packages
SRane
" Fples
a3 0
Patamo L
5 ~a0
Catacia
. " i
s
. Malta
Seuialyy
Sl
: 2 n
Ia
O ar
R O
Mistata

Greece

Athiens

< Aleppi

Turkey
a dina_miu,
# "
125
Lebanod
Démascus
ko)
Wist Bank
#8  lsrael
Gaza Strio

Thilisi

R ) fihenad W e Fast overview over all

— installed and running

-
s “ terminals with green color

Masul

Hermanshah !"V"'w“ E‘-‘

0 \;p‘-x

Lo Kheeramabid

Iragq
J-'.S-J"\«r-a-’l A
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Frontend

Home ' Provisioning = Subscriber

AT Vessel
TYPE Campany name @ Status @
[* Communities and Lacal Gov ACTIVE
’ X TOYOTA GROUP ACTIVE
x conpany?530432 ACTIVE

- Sample Views

S —— Redeeming voucher have never
Redeem been easier —reseller just select
o i simcard then will redeem interface
show matching unit values — and
following free vouchers

MopTestReseller - 901112112000457

Usage Voice Usage Data

Usage Vaice Date:

Usage Control

Voice Usage Control

Small icons to illustrate type + dedicated tabs
for vessel, aircraft allowing better presentation
when listing data

Usage Streaming

Monitoring view are made easy to read with
High guide line, Max guidelines for
notification and autosuspend

Usage Dota Date

Data Usage Control

. . e o

Streaming Data Usage Control
Mobileware Group




Create Package

Sarellite System Spending Control

Select Satellite System

Inmarsat

Usage Control Service Restriction Extra Data

Satellite System *

LAND - INMARSAT BGAN *

BGAN ISATHUB *

Mobile Number *

IcC#

MS| *

LAND - INMARSAT BGAN

BGAN ISATHUB

80045004500 - ISATHUB Freeuse

Optional AMSISDN

Frontend - Sample Views

Deferred Activation

v o
v g
0

Operator control what each h
reseller see in all drop down
boxes — when reseller select

/ group will box be presented )

Reseller can then select h
package/product group like prepaid,
standard, scap groups —when selected
will next box be presented meaning

/\ only relevated fields are displayed )

Based on selected package type will
drop down automatically be filled with

available ICC no’s )

IMSI get auto filles together w

inventory type + voicemail pin
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Frontend - Sample Views

Home | Billing ' Traffic Data ' Package

Pa e Traffic

MEISON @ IMS1 @ Package

501112112000483 900013143

901112112000484 902502500 PRE 30089
Menu can be pushed in to
make more space for data

001112116357564 903023067 PRE 30089

D@ SplD@ Packegetype®  AccountiD@

De

pion @
Activation - Free Use

Background IP

Month/

Background IP
BGAN 25 Unit Voucher

Monthly Subscriptian

Redemprion of Voucher 274458074417 Value: 0.00

Redemption of Voucher: 58237436753720 Value: 0.00
Voice - BGAN / PSTN
TOTAL

Activation - Free Use

GSPS 100 Unit Voucher
Manthly Subscription

Redemption of Voucher: 136694111438468 Value:

TOTAL

0.000

Traffic view are presented in real time,
for reseller level, companu/group, for
subscriber/vessel/airplane as well as for
each package, possible to go from

ME

min

MB

min

overview to detailed view

List Price @

0.000

14.220

0.000 .000

2380 2380

0.000 16.600 16.600
0 0.000
0.000 225520 22520

0.000

65.000 68.900 68.900



Frontend - Sample Views

Voucher

Batch ID

Service

Status

Voucher Number

User ID

MSISDN

M3

Redeemed From

Redeemed To

Maximum Resulrs

TYPEG

TYPEG

TYPEG

TYPEG

—any -

Status @
REDEEMED
CREATED
REDEEMED

REDEEMED

Blocked @

Assigned @
CELL CITY
CELLCITY
CELLCITY

CELLCITY

Voucher Number @
222748076181135
145782262236816

176852055656081

52950839101074

components can be in hide or unhide

mode — to allow maximal display for
data.

N

Search is available on basically all
interfaces — search often contain more
search options than the displayed fields,
= allowing example search for operators
B ERP reference number across inventory,
v packages and similar.
4

Subscriber @ MSISDN @ IMSI @

Nisha Ramnarine

Nisha Ramnarine

Nisha Ramnarine 870776471271 901112116389427
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Frontend - Sample Views

satlogin Support Home ' Package

Package

You have been updated successfully
[# Provisioning

IMS| @ MSISDN @ Friendly Name @ Status @

Acknowledge messages as well as error
901112116389428 B70776471677 GSPS Prepay 2012 ACTIVE messages are Clearly d|sp|ayed iin the
901112116380437 870776471272 GSPS Prepay 2012 ACTIVE top and often contain associated data
901112116389427 870776471271 GSPS Prepay 2012 ACTIVE
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Frontend - Sample Views

Home | Package ' Package Control

Spend amounts are often presented
next to monitoring adjustments fields to

INTERNATIONAL SATELLITE SERVICES INC - 901112116357426 LGS CERCF DS E) GRS

monitoring value

Package Control

Spending Control Usage Control

Spending Control

40
Suspend Enabled L]
30 4
Maxirnum Spend * 3s L1
a .
‘g 20
Spending Control Mechanism
Spending Control 30 e
0o-'—e L * & L * L L * *
High Balance Trigger 0 ] o g & P & o & & & -2 b
: Dg (H:\\:\ & @ G\\P‘ (Hv .\\"\ & \\P\ o—-\\'}‘ (HU\ G\\P\ (H\\P\ o—-'\\'}‘
S S i o a8 A 'y il
W 13 b i Vv 13 ¥ YV 1 v ¥
Low Balance Trigger 1] e

Spending Date

Additional Email to Notify L1 'HE AI n' I " E
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Frontend - Sample Views

Home = Package = Package Control

Package Contral

INTERNATIONAL SATELLITE SERVICES INC - 901112116357426

Spending Contral | | Usage Control
Usage Voice
4
.
30
® 9 'Y
w
£
E
| 2
| .
o
L4
:\Q
o
&S i
Usage Voice Date
Usage Control
Control Enabled @
Usage Control Period * Daily (midright)

Voice Usage Control

Maximum Usage (mins)

Usage Data

Usage Max Dats

o)
2

4

2

& & S -
% % ¥
o & & i
K §‘ s &

Usage Data Date

Usage Streaming

g | UssgeMaxStreaming.
= &
o
2
£
= 4
2
& & & 5
& T T &
& 52 & &

Usage Streaming Date

Data Usage Control

(1] Maximum Usage (MB)

High Use Trigger (MB)

Streaming Data Usage Control

Maximum Usage (mins)

8

Spend amounts are often presented
next to monitoring adjustments fields to
make it easier to set a correct
monitoring value
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Frontend - Sample Views

Vessel Details

Vessel Name: *

Vessel Country: *

Vessel Type: *

Vessel IMO: *

Vessel MMSL: *

Vessel AAIC

Vessel Tonnage: *

Persons on Board: *

EMMA MAERSK

Denmark

Merchant

DKO1

300794

Vessel Call Sign:

Vessel Forward |D:

Vessal Home Port: *

Vessel Registry Port: *

Vessel Build Year: *

Self-Propelled?:

Sea-Going?,

Over 100 Tons GRT?:

Vessel Search

Tubarg

Tuborg

2012

Intelligent data filling in many places.
Example below enter ‘vessel call sign’
click vessel search and data get
automatically filled in other fields.




Frontend - Sample Views

mOBILEm \Fi Dashboard  Provisioning »  Billing v  Monitoring v  Inventory +  Prepaid v  Operator  Supports  Settings v  Topup < English »

Home / Monitoring | Group Package Overview

Monitor your packages in a simple way —
here group packages — click on any and
see direct usage on simcards in group

Group Package Overview

B Good Over warning/high/max
USED Percentage of Used (%)
Scap 1D @ TYPE@ Created @ TYPE@ Maney @ Dotc®  Money®  Voice® Do @ Maney @ Voice @
SCPE010170  annual Dec 1, 2013 8:09:58 AM money 8,568.00 0.00 0.00 14454 0.00 0.00 ] 0.00%
SCPE00BE10  monthly  Oct 14, 2013 5:03:58 PM data .00 0.00 0.00 0.00 0.00 0.00
SCPE006485  annual Aug 13,2013 2:13:58 PM manay 42,840.00 0.00 12,246.20 0.00 0.00
monthly  Aug 13,2013 10:46:05 AM money 322.00 0.00

SCPGO0G6480 annual Aug 0, 2013 10:42:54 AM money 0,792.00 259.99 0.00 266
SCPG0O04150 qual Aug 1, 2013 9:35:20 AM money 0.00 0.00 0.00 0.00 0.00

SCPE002920 monthly Jul 10,2013 2:49:15 PM money 0.00 0.00 0.00

SCPE004025 maonthly Jun 21,2013 5 money 322.00 0.00 0.00

SCPGO03010 annual Jun 3, 2013 6:43:45 PM money 8,568.00 0.00 0.00 0.00 0.00
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Frontend - Sample Views

MOBILEWARE

Home | Dashboard ' Messages
Messages

- Motice Type  Notice Source
NEWS OPERATCR
NEWS OPERATCR
NEWS OPERATOR
SYSTEM SYSTEM
INFO OPERATCR
INFO OPERATOR

Previous n Next

Dashboard

MNotice Subject

This is & message to Reseller HW
Real time Iridium now available
New Prepaid Redeem Launched
Backup Image created 01 APR 2015
CDR format available

New Prepaid Top-up Environment

Provisioning ~

MNotice Body

Billing +

Monitoring ~

MNotice Link

www.mobilware.com

maobileware.dk/test

Inventory ~

Prepaid

Operator  Supports

Settings ~

Topup

Apr 21,
Apr 16,

Apr 16,

Send messages to partners with new

‘products, have system send automated
notifications or parse Inmarsat

2015 7:03:56 PM

20157:01:36 PM

2015 12:42:24 PM

20151

2:40:49 PM

messages..

Motice From

Apr 22, 2015 8:08:18 AM

Apr1, 2

Apr 21,

Apr 21, 2015 7:02:55 PM

Apr 3, 2015 12:43:36 PM

Apr1, 2015 12:43:32 PM

Motice To

Jun 18, 2015 8:08:26 AM
May 30, 2015 7:07:49 PM
May 30, 2015 7:05:39 PM
Apr 30, 2015 7:02:59 PM
Apr 23, 2015 12:43:27 PM

Jul 1, 2015 12:43:20 PM

¢ Engish A4~ [

Acknowledge At
Acknowledge
Acknowledge

Jun 19, 2015 2:52:57 PM

May 7, 2015 6:47:04 AM

Apr16, 2015 12:43:31 PM
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Partners Activations — Self care

MOBILEWARE

Home | Packages ' Create Packsge

Create Package

System Spending Control

Dashboard  Provisioning ~

Usage Control Service Restriction

Select Satellite System

Satellite System *

Inmarsat

INMARSAT BGAN MENU *
BGAN INTERNAL PACKAGES *
Note

Mobile Number *

o

[SE

Voice Mail PIN *

Industry Code *

INMARSAT BGAN MENU

BGAN INTERNAL PACKAGES

BGAN Test/Demo FU 644

Select Industry Code

Optiot

Only inventory matching selected

package will be presented — meaning no

mistyping or enetring already used
inventory

What a partner see in the drop
down interfaces are managed by
the operator from the dashboard
product catalog.

If a partner can activate a package
type then when selecting this type
will the system look for free
inventory matching.

Tab based provisioning will step by
step allow the partner to easily
provision a new product.

Simply enter needed data in the
first tab and then click create will
have the system handling all or
custimize by changing in tabs.
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Partners Voucher Redeem

When a partner need to top-up any type
of prepaid then when selecting top-up
will system automatically only show
assigned vouchers fitting subscription

Confirmation Required

Redeem

Company name:

MVS MARINE Ltd

Simcard (IMSI): 901112116378038

MSISDN: 870776305835

Current Wallet Balance: 61.8 USD

Voucher Value: 25 - 25 units - G5PS TYPE 6

Voucher Number: 145479201210189

Note:
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Frontend

000 00000000000000000000000000000000000000000000000000000000000000000000000000,

iz 100% Web Driven: Security:
: Subscriber, Corporate User, ISPs, Customer Support SSL can be applied to any or every page
. and Admins 4

€00 00000000000000000000000000000000000000000000000000000000000000000000000000,
.

Do Clientless: Browser only, no client software to,
upgrade, maintain or patch. Runs on any modern
browser or device.

.

Yagan®

.

. .
0 00000000000000000000000000000000000000000000000000000000000000000000000000°
000 0000000000000000000000000000000000000000000000000000000000000000000000000,

Multi-Homed:
Multiple Domains per site

Layout adapt automatically

.
AEL TR
.

. .
® 0 00000000000000000000000000000000000000000000000000000000000000000000000000°

Multi-Site: Multiple Sites per installation (you can
host many ISPs or partners from the same
installation)

®eecccccccccce®

. .
® 0 00000000000000000000000000000000000000000000000000000000000000000000000000°
00000 000000000000000000000000000000000000000000000000000000000000000000000000,
.

Locales and Cultures:

Multiple languages per site (UTF-8 supports any
language) Japanese, Spanish, Chinese...

®ceccccccccccc®

. .
AEUTE N
.

. .
® 00 0000000000000000000000000000000000000000000000000000000000000000000000000°
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Frontend

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Personalised Environment:

Login, MyAccount, MyProfile, MyBill, MyHistory

Administrator Selectable Templates:

each site or even each site section or page can have
its own look and feel

Self-Care and Support: Online Sign-Up, Charging,
Download, Knowledge Base, How-To, FAQ, Report a
Problem

Full Self-Service Environment:
o Sign-Up, enter credit-card, choose MSISDN number,

go!
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Frontend

Front-End Mobilware
Content . | Rendering Engine
Server :

/@, 100% REST JSON and
5 ¢ Secure PHP

......

. aem-. Applies API processing to
transform JSON content into

custom presentation

- Mediates Front-End requests
i with the REST JSON protocol
to the Back-End

! maps external ID to secret ID
never exposed to users

Secure Session Management,

=, Standards based and future
@ proof, XML, XSL, Xforms, CSS,

< HTTP, SSL

. Content and Presentation
separation - device

independent & multi-channel
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Ground-Up
Implementation
Java, PHP, REST jSON

Clean, Modern Design

Seriously Fast -
: Average Page Delwery
{ 173ms

Multi-Language

Multi-Site
Multi-Domain
Multi-Homed

b Templates

Bootstrap

& ! ! P

ayout

Multiple Look & Feel

“  Role-based Security

. Hierarchy

Simple to Use

Windows / Linux
Free Software
Cheap Hardware
Requirements:

___________________________________________________________ ‘e "'“EAI R'I"E
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Operator Dashboard
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Operator Dashboard

Operator Dashboard allow Operator to manage ‘All’

Design new products — using Wizards

Drag & Drop new rating plans into system

Configure dialling plans, event plans, geo zones ...

Monitor provisioning work flow even for partners

Monitor Spending levels on packages, vessels, airplanes...
Monitor usage across data, voice, streaming ...

Manage notification templates across work flow / monitoring
Generate invoices, re-process failed CDR data, rerate
Release and assign inventory across sims, msisdn, ip addr...
Get statistical overviews — top5 users, abnormal usage..
Monitor credit risk, generate revenue reports...

And a lot more!

MOBILWARE

DASHBOARD

“AIRTIME

Mobileware Group



Operator Dashboard Sample

Home  Provisianing

Calogus

Menu Level

TOP_MENU_LEVEL
TOP_MENU_LEVEL
TOP_MENU_LEVEL
SUB_MENU_LEVEL
SUB_MENU_LEVEL
SUB_MENU_LEVEL
SUB_MENU_LEVEL

SUB_MEMU_LEVEL

MOBILEWARE

Catalogue

Menu Group
BEGANGROUP
GSPSGROUP
FBEGROUP

BGANGROUP
BEGANGROUP
BGANGROUP
BGANGROUP

EGANGROUP

Dashboard Provisi

Report ~

Product Catalogue

Country Plan

Templates

Product Group
INMBGAN
INMGEPS

INMFBB

stbgan

stbganscap
catd00
catd20

catd2d

Product Name

INMARSAT BGAN MENU

INMARSAT GSPS MENU

INMARSAT FBB MENU

BGAN INTERNAL PACKAGES

BGAM SCAP PACKAGES

BGAN 400 PACKAGES

BGAN 420 PACKAGES

BGAN 424 PACKAGES

Prepaid ~

TatUs Scap
ACTI NO
ACTIVE NO
ACTIVE NO
ACTIVE NO
ACTIVE YES
ACTIVE NO
ACTIVE NO
ACTIVE NO

Notification +

Monitoring ~

Service

English ~

Menu Access

1~

e °
[ °
s @ sup °
o Acze: Iwepartner °
GLOBALSAT
PARADIGM

Manage products offered in
direction of partners —and
handle what they can access
in a smart way...
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Operator Dashboard Sample

Home ( Billing

Invaices Management

Billing Period

201503

201502

MOBILEWARE

Invoices Management

Dashboard

Provisioning ~

Billing ~  Report +

Inventory + Prepaid ~

Notification + Monitoring +  Advance »

Period Start Date

2015-08-01

2015-07-01

2015-06-01
2015-05-01
2015-04-01

2015-03-01

2015-02-01

Period End Date

2015-09-30

2015-08-31

2015-07-31

2015-06-30

2015-05-31

2015-04-30

2015-03-31

2015-02-28

M1

M1

M1

M1

M1

M1

M1

M1

Invoices Management
Customer Invoices
Currency rate

Rating Plan

Dialing Plan

Tax Plan

Event Plan

CDRs

Termination Cause

Close Billing Period

Modified

2015-08-04 06:33%:24

2015-08-04 06:33:28

2015-07-25 00:00:55

2015-06-25 00:00:14

2015-06-19 11:43:23

2015-06-19 11:43:27

2015-04-23 04:31:59

2015-04-17 12:50:25

Invoice Status

COMPLETED

Generate Invoices

<

'I'HEA

English~ &~ @

Approve Invoices

Generate draft invoices at any
time — approve PDF invoices and
process then so that are added to
customers frontend and send in
an email.

Direct integration to major
ERP systems — like direct SAP
Tax calculation APl access or
SAP payment request API
integration...

Draft invoice generation,
Credit note generation, Out of
cycle invoice generation...
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Operator Dashboard

. Manage Provisioning related admin tasks . Manage Advanced Rerating of packages, products
. Managed Billing related admin tasks . Drag and drop new rating plans into system
. . . Manage inventory across sim, msisdn, amsisdn, IP..
. Monitor workflow, rated traffic ) .
. Manage prepaid — generate vouchers, assign vouchers
* Manage partner product access for self-care . Perform trouble shooting based on audit data
. Operator Dashboard build basically like front-end . Generate reports across activations, cdr failures...
. Designed for HD screens at Operator max size y Release inventory for reuse
. Move vessel to new owners

. Manage notification setup and templates
. Upgrade packages
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Mobileware Group



Operator Dashboard Subscription Design

MOBILEWARE ... rcoons-

Home | Provisioning

Subscription
+ Upload Template

Mame
BSCAPMID4B0203Q
G5P5 Wholesale
G5PS Allowance
GSPS Prepay

GSPS Free Use

Subscription

TEMPLATE ID ResellerID  UserID  IMSI
8004200304

1003000

1003001

1003002

1003003

Billing ~ Report ~

Created

2011-07-02 12:03:43

2011-07-04 14:58:19

2011-07-04 14:59:32

2011-07-04 14:58:23

2011-07-04 14:59:33

Inventory - Prepaid ~  Notifica

Last Modified Status Mot
2013-05-31 21:36:01  ACTIVE  Up

g D:1861 fasl

Edit Ins:

Design new products based on
templates
Any type of products can be

added to templates that offer
advanced capabilities

Use template wizard to design
products in a few steps

T
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Operator Dashboard Reports

Home | Report

Finances Report

BMS Report

201509

MOBILEWARE  o.ci roconns- st o~ imenoy - e

Trafhic . Financial reports
i . Revenue reports

Inventory

Finances ( Finances Repore e . Activation reports
S . Traffic reports

_ :K::wem . Credit risk reports

B . Inventory reports

2015-08-01 2015-09-30 M1 .
2015-08-01 2015-08-31 M1 ¢ Failed CDR reports
2015-07-01 201507-31 M1 ® Usage reports

Fast overview of the business

Offer a fast overview of the turnover across all resellers as well as
specific resellers

Export Functionality
Any presented page can be exported to CSV format
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perator Dashboard Rating plans

mDBILEmA | Dashboard  Provisioning »  Biling v Report v  Inventory Prepaid +  Notification ~  Monitoring v  Advance « € English A4~ [

Invoices Management

Home | Billing / Rating Plan

Customer Invoices

Rating Plan
Currency rate
+ Gres Rating Plan
Dialing Plan
Tox o

* Event Plan
: CDRs

- 8 Termination Cause

Event ID £ Cloce Billing Period DP Price Reseller Price End-UserPrice  EventType  Status Plan Expiry

1028 ice - GSPS / BGAN 050000  0.81000 0.81000 GSM ACTIVE
1037 Vaice - GSPS / SPS 075000  1.22000 1.22000 G5M ACTIVE
1050 Voice - GSPS / FBB 050000  0.81000 0.21000 GSM ACTIVE
1060 Vaice - GSPS / SB8 0.81000 0.81000 GSM ACTIVE
1508 Voice - GSPS / Iridium 285000  4.58000 468000 G5M ACTIVE
1509 Vaice - GSPS / Globalstar 285000 4.58000 468000 GSM ACTIVE Deacinve

Find and manage rating plans in an easy way — many different ways to manage rating plan data .. 'HEAI '
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CDR rerate or reprocess

MOBILEWARE

Home | Advance ' ReProcess Failed CDRs

Re Process Failed CDRs

Re Process Failed CDRs

Month: *

Limit of CDRs: *

IMSI: *

MSISDN: *

CDRID: *

Error Message: *

Date:

Dashboard

- Pleae select -

- Pleae select—

-2 MOBILEWARE

Home | Advance = ReRating Plan

Re Rating Plan

Re Rating Plan

Month:

Re Rate By: *

IMSI: #

Dashboard

Reprocess easily failed CDR
data —identify, the correct
needed change and then
reprocess failed data..

In the case of faulty rates and
similar — the just select Re
rating and select the metode
then will all rated traffic even
back in time be corrected..

System perform historical
snap shot of all counters end
of every month — that allow
system to rerate based on
know points.
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Operator Dashboard Notifications

OB“_ELUAHE Dashboard i Biling + Report + Inventory ~  Prepaid ~  Notification ~  Monitoring ~  Advance ~ € English~ &~ * Workflow notifications

. Monitoring notifications
. Info notifications
Home | Monitoring = Monitor User
o N . Reminder notifications
. P .
Out of Bundle notifications
ID Source Billing Period  Subject Message Ema Status ~ Mobile Number  SMS V ° Pre pa Id Low Bala nce...
Report Name : ISDN_Report_381
Company ID : 993
Reseller ID : 381 H
98  ISDN_Report_381 201408 Nerification Emiail Customer ID : 14006 mobilware@astconnections.com  SEND 07872420941 Total amount of this period ¢ HTM L €ma ||S w. Base64
IMSI : 901112112437408 e .
Total usage of period 201408 is 10,863.60 USD. . SMS notifications
This amount was exceeded 5 USD.
Report Name : ISDN_Report_381 ° RemOte syStem notlfy

Company ID: 993
Reseller ID : 381
94 ISDN_Report_381 201406 Netification Emai Customer ID : 14006 mobilware@astconnections.com  SEND 07879420941 Total amount of this period
IM51:901112112437409
Total usage of period 201406 is 933,704.52 USD

This amount was exceeded 5 USD.

Repaort Name : ISDN_Report_381
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Bulkloading across users and packages

MOBILEWARE

Home = Advance ' Bulk Provisioning

Reseller

100 /100 %

Reseller Nan 7

o
I

@
i
r

name3 firstname

Intelligently bulk load many
users or many packages
directly using drag & drop..

After drag & drop select what
each single data set identify in
drop down boxes..

Loader will manage load into
example Inmarsat so that it is
done in the fastest possible
way..

This have been used example
for PH Election activating
7500 users + 7500 terminals
for SingTel
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Auto generated report emails

Home = Monitoring = Report Email - Create New Report Email

Report Type: *
Email: *

Delimiter: *

Repart File Name: *

Email Enable:

1 Creste New Report

- Please Select -

t3

Email

Home = Monitoring ~ Report Email

Report Type: *
Email; *

Delimiter: *

Report File Names *

Email Enable:

Create New Report Email

Create New Report Email

DAILY ACTIVATIONS QVERVIEW

¥ DAILY CDR
TIVATION ALL

Y ACTIVATIONS OVERVIEW
/ COR

Background reports to Partners
Different formats

Activation reports

Traffic reports

Monitoring reports

Inventory reports

Failed CDR reports

Usage reports
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Prepaid Voucher management

MOBILEWARE

Home  Inventory = Voucher Create

Voucher Create

Batch Details

Number of Vouchers *
Service Type *
Nates/Description
Activation Window *
Redemption Window *
Voucher Values
Voucher Unit Value *
Inventory

Voucher Assignment

Assign to Reseller

Dashboard

- Pleae select -

BGAN Streaming

1080

100

INMARSAT BGAN

Complete Voucher Management Environment

Create internal vouchers

Assign voucehrs to partners

Manage extrenal Vouchers from ex. Inmarsat on GSPS/BGAN

Interfaces only allow partners to see free and available
vouchers

Many ways to top up a voucher
Direct Iridium top up

After top up will credit expire be presented directly on a
package

Before credit expire will system generate a notification
Direct billing on voucher top up on partner

“AIRTIME

Mobileware Group



Backend Environment
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Backend Environment

Fine Grained Role-based
Access Control

REST JSON, Light-Weight
and Powerful

Py )

Provision Users (Accounts
Corporate, ISP), MSISDN -
Multi-Language, In fact e
Language Agnostic '

Multi-Database Aware |
Oracle, MS-5QL, MySQL ~.%

s, "t
Bi-Directional i i Comprehensive Monitoring
/3 ; . S, and Reporting

Seriously Quick

SR Out-of-the-Box
3 # Inmarsat Integration

" Built-In Scalable
7 Load Balancer

Support for the Full Inmarsat
"¢ Provisioning Interface

Systems Integration

: o!.. i
Online Charging via Payment " S0

} ' Archive and Historic Offline Storage

Gateways for Pre/Postpaid

- Enterprice Java - unix

- Internal web service APl REST JSON

- Internal old APl — REST XML

- Integrated firewalls closed externally
- All completly stateless implemented
- Flexible & Scalable Design

- Many Frontend on one backend

- SNMP monitoring — internal scripts
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Backend

AirTime Unity Service

Billing Rating Mediate
Corporate
Workstation D Web
457  Applications ;
[ A 4 SIM Mgmt Collector
oo
W-c'loprl?sp;:atinn Provision Authorise Integrator
PR | Content Server | §
El Internet isiss igé coeeond . l-,’;} ...... - Status Logging
savwall 3 E :
Laptop Firewall § . i e——
Waorkstation = - Fligval
— He : Avalanche Server _—
i mwSession | mwRest Inmarsat
™ e ; iridium
- Globalstar
Desktop IPStar
Workstation ] (S:tlstuorptehf\feb Database Server Thurava
Appﬂcatiuns i
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Provisioning Functionality

Authentication & Roles

. Stateless Provisioning Authentication

. Roles: Admin, Support, Reseller, Company, Subscriber
. Reseller, Company, Subscriber create, edit, list, delete
. Package create, edit, suspend, resume, hibernate,

disconnect, move, upgrade/downgrade...

Integrated Provisioning APls

. Inmarsat 14 services — BGAN, FBB, SBB, GSPS, M2M
. Inmarsat GX SEP services - Tinmarsdat Redknee API
. Iridium Openport, Thuraya, AST, SingTel, Globecomm

Monitoring & Notification

. Monitor provisioning workflow and send notifications

. Notify on new company, subscriber creations

. Notify on new package activation

. Sending welcome letter to customer with package details

Package Types

. Postpaid, Prepaid, Geo Packages, Group packages

. Wholesale packages intelligently managed

. Reseller, Company, Subscriber create, edit, list, delete
. Package create, edit, suspend, resume, hibernate,

disconnect, move, upgrade/downgrade...
. Zone packages, FleetOne, IsatHub, M2M...

Inventory management

. Simcard management incl. assignment process

. MSISDN, AMSISDN, CMSISDN management

. IP address + Routing management

. Voucher management, create, decrypt, redeem, lifetime..

One Satellite Provisioning API
* Complete open provisioning APl — REST JSON
* Developer Sandbox — directly connected to Inmarsat & Iridium
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Billing Functionality

Mediating almost any format

. Inmarsat |14 format, Iridium TAP2

. Thuraya, Globalstar, AST, SingTel, MVS
. Stratos, Airbus, Station711, KVH...

. Basically cover any Satellite product

Billing Elements

* Billing periods monthly, quarterly, yearly, bi-yearly..

* Prorated fees and allowance at activation

* Recurring fee — One time fees — forward and backward billing
* Money bundle, Usage bundle, Zone billing

*  Minimum charge, increment, min. Period ...

Self-Care & Invoicing

* Comprehensive Self-Care across any traffic data & own monitoring

* Real time monitoring allowing customers to receive traffic notifications
* Complete invoicing capability across reseller, company, subscriber level
* Long range of invoicing templates available — summery / details

* Direct access to PDF invoices & Reports with graph overview

Real time Billing

Collect from SFTP, FTP, SSH, Email, File....

Mediate standard formats TAP2, Inmarsat, D91, csv...
Rating all possible traffic types PST, PRE, GRP, GEO...

Real time processing, Reprocessing, Rerating...

Manage rating plans, dialling plans, event plans...

Rating on many levels, source, operator, reseller, enduser
Invoicing on bank, creditcard, prepaid

Account receivable, Revenue monitoring, Traffic reporting..
Rate own services, radius traffic data, crew call records...

Prepaid

Complete Prepaid System integrated

Complete voucher management system integrated

Work on top of Inmarsat, Iridium, Thuraya prepaid
Intelligent voucher topup interface

Redeem with credit card — or for resellers without voucher
Dedicated voucher rating system
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Monitoring Functionality

M2M management & monitoring

Monitoring
. Monitor workflow and send notifications . Provision M2M terminals
. Monitor spending on multiple levels + notify . Offer wholesale M2M management
. Monitor uage — data — voice-— stree.lming.. + notify . Resell as group package, prepaid or postpaid
Autqsu§pend / R_esu_me on given triggers . . Remote manage your M2M installations
. Custimized monitoring + generate partner traffic files ] )
. Send Data Throttling to Radius . Capture data directly from your remote M2M units
. Comprehansive notification solution ...
Locpoint Remote terminal management
Notification * Integrate directly with Cobham Locpoint

* Manage your terminals remotely

* Any provisioning workflow related actions can generate notifications to
* Change software settings

multiple levels

* Package activation notification — welcome email with all details and
link to customers to access Self-Care directly

* Spending notification — high/max for subscriber level

* Spending notification — high/max for package level

* Usage notification - high/max for data, voice, streaming

* Prepaid wallet expire notification

* Prepaid no credit notification

* Prepaid topup notification
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Billing Parts

Raw Events

Collector

Mediator

Configurable
Billing Periods

Invoicing

Spend Control

Mediated

Manual
Adjustment

Accounts Receivable

Rule Engine

Allowances

Collector

Mediation

Rating

Billing

Invoicing

Reconciliation (AR)
Monitoring Spend & Usage
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Billing Rating Plan

Default Rating Plan

All package templates should have a default rating plan assigned

Customer Specific Rating Plans

Define only difference from Default Plan.

Terminal Specific Rating Plans

Define only different from Customer Specific or Default Rating Plan.

Terminal
Specific

Customer ™ .
Specific

Default )
Rating plan -~
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Backend Integration
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POP integration

* Direct integration into operator POP environments
Operator APN

* Assign static IP addressed to Radius servers

1esJewu|

» Assign firewall profiles to operators Juniper / Cisco infrastructure

* Assign routing profile for special customer setup

* Provision operator specific services like crew call, voip, web acceleration ...
* Process radius generated CDR traffic data

* Send Data Throttling to Radius when high or max monitoring triggers are reached
* Our POP manager deliver self-care across POP functionality
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POP Manager

* APl between Unity and POP Manager — REST JSON based

 Manage Radius server IP to IMSI assignment — Replicating across Radius Servers
 Manage Firewall Profiles, Rule set, Firewall Rules

* Manage extra IP addresses using username / password linked to IMSI

 POP manager provide enhanced Self-care capabilities for end customers
 Manage profiles, ruleset and firewall settings in an easy and yet powerful manner
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Unity provisioning API

* Asingle web service provisioning API for all satellites
* Complete online developer sandbox

MOBILWARE

Online API

Mobilware Sample API online document for provisioning version 2

Description
Contact Us

billing : request billing

company : request company Show/Hide  List Operations  Expand Operations ~ Raw

lcompanies Request create company
/companies Find companies
m Jeompany/{id} Request update company by ic
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ERP integration

. Our provisioning setup integrate directly with existing ERP

. External customer id from ERP are able to be used for invoicing

. Each traffic type can in rating plans get ERP traffic id number added

. Reporting in typically CSV format is easy to adapt

. Already integrated to SAP, Navision, Mamut...

. Tax lookup through example SAT API call or Payment request through SAP API
. Credit card token handling through integration to example Paymetrix
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Report server integration

*  Mobilware Unity have integrated report server that easy generate standard reports
*  Our platform offer direct VPN access for standard report servers

*  SAP Crystal reports — JasperReport Server and similar are plug & play

*  Reporting in typically CSV format is easy to adapt
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Support Environment
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Ticket System

MOBILWARE

4 Ticket Management

B Department Management <

Trouble Tickets

& Group Management

& UserManagement 0 Open Tickets

0 Pending Tickets
2 Closed Tickets

TICKETS PENDING
OPEN TICKETS
TODAY ]
THIS WEEK 3

THIS MONTH

System Status

Frontends OK
l I il l Backends OK
Databases OK

il

BEEEE |

(

. Support No:+45 46940266 X supports9 -

& Home : 4 Ticket

News

(a

Bt
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Support Environment

e Standard Ticket Environment

* Phone & Email support

* Change request form for special changes

* Online document server — comprehensive documentation
e Access to our Sprint Task planner system for development
* Training sessions across functionality

* Bulk Loading tools — Excel sheet + Documentation

* Direct GUI access to Database data — SQLYOG / SQLPRO supported as VPN is
needed

* Direct tunnel access to server log files
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Backup Environment

*  Each Operator installation are running on ‘decicated setup’ — no sharing w. other operators
* Daily are a ‘server image’ snapshot taken — allowing super fast recovery to take place

* UTC midnight are database backup peformed to our backup site location in Copenhagen

* Database backup are taken full one time weekly —and incremental daily w perscona

*  We test install one time monthly that backup is working

*  Our Copenhagen location can fast recover setup as an emergency site

*  Our Copenhagen site have full access to Inmarsat 14, Inmarsat GX, Iridium, Thuraya...
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Deployment Environment

* All software deployment are taking place from our Singapore and Amsterdam based Deployment
Sites

* This site keep track of software versions — why and when updates are loaded
*  This deployment setup allow us to fast deploy software in a highly controlled manner
*  Our developers are mainly located in Asia — support in Asia and Europe

* Deployment environments are directly integrated with Gitlab servers making software management
easy and simple
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Direct Database access

¥ 5Qlyog Ultimate - [MW.DB/obilwareZkd = mw dg@10:1:50.101% Usinig SSH furinel o 86.58.149.217"]

= File Edit Favorites Database Table Others

MW_DB x |[#]

Tools  Powe

rtools  Window Help

= &l mobilware_kd -
= | Tables

accounts

addresses

audit

audit_data

billing_period

cdr

cdr_failures

collected_files

companies

contacts

countries

credit_cards

cumencies

destination

dialing_plan

event_plan

events

filtter_ip

fitter_rest

ftp_active_fie_records

ftp_remote_file_records

ftp_transfemed_file_records

m

o Query X
Isutocomplete: [Tab]l-=Next Tag. [Ctrl+Space]-=List All Tags. [Ctrl+Enter]-=List Matching Tags.

il

& History

4% Info

)

T *

M rating plan

FE mobilware package id='108';

# 1 Result | @ 2 Profiler

¥ 3 Messages | [ 4 Table Data

R P (Readony) | B EWTE cfom ©Gid [ Lmtows Frstrow: 4 0 ST

IOEEEEEEEEE

|id

2

P
10

14
18

22|

26

30/

34

EEN
12
46

[E5pid [user id  [imsi
(WULL)|  (NULL) |{NULL)
(NULL)|  (NULL) |{NULL)
{NULL} {NULL) | (NOLL)
LL) [ L) Gy
{WULL) | (WULL) | {IULL)
{NULL) (MULL} |{HULL)
{NULL) | {MULL) _(N'U'L.L;
{NULL) {MULL) |{NULL)
(NULL)|  (WULL) |(WULL)
(NULL)|  (NULL) |{NULL)
{NULL} | {NULL) _(N'U'L.L;
INTIT.T.Y INTIT.T.Y [ INTIT.T.

ﬁ event id

2001
2000
1028
1030
1510
1508
1050
1502
1501
1503
1504
l15n6

|mobilware package id [service de:

108 Monthly Sub
108|Activation
108.Basic voice
108 Basic voice
108 Basic Voice
108|Basic Voice
108 BGAN/FB

108 BGAN-HSD/FEB
108|Basic Voice
108 |Basic Voice
108 Basic Voice
1ﬂF!.Tnmar'ﬁar.R—H

Direct Database access

- Secure VPN access

- Edit data directly like in Excel
- Import / Export into csv

- Extract data with SQL

- Tools: SQLYOG / SQLPRO
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Our Competitive Advantage
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Competitive Advantage

Security/
Risk Aversion

............

Increased Cost Reduction &
Productivity = 2 CT ceo? ¢ Containment

Improved
Service Levels

Unparalleled Flexibility
And Scalability

One Interface to Business
Real-time operation
Instant monitoring
Managed workflow

More focus at sales
System keep evolving
Open standards

Highly secure setup
Satellite made Easy

AN NN VA S SR NN
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World Wide Break Out Points

v' World wide presents
v’ Private Cloud
v’ Gigabit connectivity

sEaa

v Deployment site

..':"f—.‘?:-"::: ¥ v Backup Site
v' Global support

Private cloud in Amsterdam, London, Tokyo, New York...

Deploymemt site in Singapore, Backup center Copenhagen "'EAI n'I " E
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Satellite Business as SaaS

Time to market are fast — we establish hardware environment in example New York, install
complet setup from our devlopment environment in Singapore — load inventory and the

setup is ready for business.
" AIRTIME
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Based on Open Standards

All based on latest open standards - no legacy software that demand licenses like windows.

.........
. .

...............................

----------------------------

Clientless Scalable Web-enabled R i Secure Standardised Integrated
e 1 AN
........... ,’ 1 \\ PECLET I
. ., gy J ’ ! N o .
- . B - ’ 1 N 4 K
: : : ‘ :’ : e ! N : :
B N B 5 7 1 N . :
...... p ! .
Web-enabled Flexible 7 | N Scalable
1
1

Client Browser Frontend & Dashboard Backend System Database System Inmarsat / Iridium / Thuraya...
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Our Advantages

. Time to Market

The System is ready to deploy and configure, already Integrated with satellite systems.
Typical install time, 2 weeks.

_ o Cost
No start-up costs, low-monthly fee, pay-as-you-go.

Flexibility

Unparalleled ability in the Industry on both a technical and commercial level.
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Our Advantages

e Hosting & Cloud breakout

We deploy solution directly as close to the operator as possible in biggest Internet
Exchange point on Gigabit connectivity - performing complete image cloning nightly.

.....

: 9 _ Support
We have our support located globally and monitor all for non-stop availability.

''''''

......

e Maintenance
In addition to support; feature upgrades, patches and new releases are also available.
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Our Advantages

Self-Care

Empower the user by enabling full online subscriber self-care and support, online bill
presentation, help, downloads and more. Manage provisioning, traffic data, monitoring...

Self Sign-Up

Drive customers to a domain, they sign-up, provide payment details all on-line - without
intervention of support personnel - operator manage all connectivity for partners & users.

Efficiency

Leverage the power of a self-care environment which produces numerous operational

efficiencies.
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Our Advantages

Global Network & Security

e Mobilware provide a military grade secure network topology and will oversee deliver,
install and configuration, turn the key - ready to go.

e Satellite Operator Integration

@ Our provisioning, billing and prepaid system are already integrated directly with major
Dvrett satellite networks like example Inmarsat, Iridium...

Operator POP integration

Our setup integrate directly with operators own POP environment - interacting with firewalls and
ety radius servers - assigning static IP addresses, manage routing, firewall profiles...
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Our Business Model
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Business model overview

What is included?

Capex & Opex

=  QOperator pay nothing at upstart
=  Absolut minimal risk no Capex

= All features installed

= License based model fixed fee

= |rrespective of number is users
= System keep evolving

= Change Request

Provisioning, Billing, Monitoring...

Open API to all major satellite systems
Hardware setup in breakout points
Integration to Inmarsat, Iridium...
Integration to internal systems like ERP...
Training sessions

Comprehensive online documentation
Support, Ticket Environment

Upgrades, Backup, Bug fixing...
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Dedicated Development
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Dedicated Development

Highly skilled in satellite business

We can develop customized solutions in most areas
offering you a fast time to market development for
a low price.

Mobilware have developed satellite products for
the last 15 years — for a lot of the big operators and
resellers.

We have build Inmarsat POP environments based
on Juniper or Cisco for several operators, created
remote managed M2M solutions.

It is also possible to get dedicated programmers
located in our facilities in India or Thailand.

SingTel sample: Philippine Election

Developed and executed the Philippine election
setup two times for SingTel across 7400 islands
basically the worlds biggest ever satellite
installations.

Cobham sample: Locpoint

Rework Locpoint to be released in new Bootstrap
design making it easier to use.

AST Group — Prepaid system

Develop prepaid system for wholesale packages —
sample usage is on IsatHub wholesale.
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Mobileware
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The Airtime Company

The Airtime a Mobileware Group company are we dedicated to develop Business
Environments for the fortrunning Satellite Business.

Located in Europe, Asia and Middel east on following locations:

/ﬁ\ Office / Development /ﬁ\ Office / Support /ﬁ\ Office
5/12 Wireless Rd. Kgbmagergade 2 Dubai Internet City
10330 Lumpini 1150 Copenhagen DIC 16 3 Floor Office 328
Bangkok - Thailand Denmark Dubai

/ﬁ Development / Support /ﬁ\ Datacenter /ﬁ\ Office
193 Rachadapisek Rd. Smedeland 32 Praestebakken 30
10110 Klongtoey 2630 Glostrup 2610 Rgdovre
Bangkok - Thailand Denmark Denmark
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Company Organisation

CEO
Lars Duun Gottlieb

& Technical Pre Sales

Martin Frandsen

& Project Management

Lars Duun Gottlieb

& Integration Management
Sirarom Sombat

& Marketing / Training
Shannon Fransen

CTO
Max Sarayut

:.= Development Asia

- James Jantaruk
Team Leader - Backend / Java

Development Europe
Tum Sapula
Team leader - Backend /Java

Development Asia
Mic Nilsson
Team Leder - Frontend

Development Asia
K. Pornthip
Team Leder - Dashboard

Development India
Ashan / Samsul / Rahul
Java Development

& Cco0
Ken Frisch

- ..= Support Team Asia
- Suchanya Wongkoon
Team Leader

— :.= Support Team Europe
- Anders Weile

Team Leader

& CFO

Audrey Munkestrom

[
L o@e R ot ;

) HR - Administration
Emily Nimelet

[ )
— e [ -

) Finance - Europe
Annette Sgrensen

0900
L e@s - Asi
) Finance - Asia
Sunisan Singtharam
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Why us?

Dedicated to Satellite Business

The combination of market-leading solutions and an
affordable service model, have already created win-win
partnerships between ourselves and some of the
world's largest service-providers in Europe, the
Americas, Asia, Africa and the Middle East.

Our solutions help you automate your billing,
provisioning and customer care operations into a single
environment, improving your profitability and customer
satisfaction.

With a worldwide team of professionals, we help
ambitious companies make innovation happen. Our
aim is to create strong and sustainable business value
through strategy and strong technical design.

Developing across the entire customer experience, our
interdisciplinary teams create compelling products,
features, services and experiences driving customer
engagement resulting in measurable business growth.

Why Us?

Because no one else does it like we do, low prices,
highly skilled support, market leading solutions, time to
market almost zero. Our employees' creative minds
thrive on diversity. So be prepared to see thingsin a
new and smarter way.

We aren't big-headed design freaks who think we have
all the answers. We invite you to contribute, challenge
and help us understand precisely what your needs are.

At ‘The Airtime’ we believe meaningful innovation can
only occur with a partnership between us. we never
lose sight of the real world, a global economy where
markets and money demand no-fuss fixes, invisible
ones, even.

Because our design is about more than visually pleasing
webpages, it's about powerful solutions that give your
company a long-term competitive edge.
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Development Process
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Agile Sprint Development

Daily scrum
meeting

Product

backlog
@ Sprint
% backlog [
Potentially
% 2-94 weeks shippable
product
increment

ASRNANENENEN

Agile Development Process
Sprint Functionality Backlog
Sprint Tasks

Scrum meetings daily
Internal Online Task system
More focus at quality
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Inmarsat GX integration

See dedicated slides linked to this
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Unity Inmarsat GX system

Provisioning

= VAR & Sub VAR integration (multiple)
=  QOperator onboarding

=  Site onboarding

=  Terminal create, delete

= |ntelligent and very simple data
handling using advanced templates

=  Workflow fully automated

= Smart package wizard integrating
with Inmarsat sales catalog

= Temporary deactivate management
=  Complete web service available

Billing, Monitoring, Assurance

Inmarsat deliver no traffic billing CDRS
Unity manage all subscription fees
Collect assurance data across 88 metrics
Store all historically in 5min intervals
Present all data in graphical format
Unity produce informative CDRs

Allow monitoring with triggers
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Unity Inmarsat GX integration

Inmarsat Gateway (APIGEE)
Integrate to APIGEE environment

Inmarsat SEP

= |ntegrate to SEP APl environment
= |ntegrate to sub VAR sales catalog
= Inmarsat > manual provisioning

=  Unity > Automated provisioning

= Uniform provisioning

Pulling terminal data id’s

Pulling notification messages

Pulling metrics in 5 min interval
Terminal related and network related
Traffic data, CIR, Latency

Location, Altitude...
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Single Prepaid system

* One prepaid for all satellite systems

 Manage underlaying prepaid systems

* Integrate with Inmarsat prepaid system

* Integrate with Iridium prepaid system

* Integrate with Thuraya prepaid system

* Integrated own prepaid system with own vouchers

* Single Top-up interface across all networks

 Web topup, Voucher topup, credit card top-up interface...
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Simplified Prepaid Management

See dedicated slides linked to this
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Unpublished Work of Mobilware. All Rights Reserved.

This work is an unpublished work and contains confidential, proprietary, and trade secret information of
Mobilware. Access to this work is restricted to Mobilware employees who have a need to know to perform
tasks within the scope of their assighments. No part of this work may be practiced, performed, copied,
distributed, revised, modified, translated, abridged, condensed, expanded, collected, or adapted without
the prior written consent of Mobilware Any use or exploitation of this work without authorisation could
subject the perpetrator to criminal and civil liability.

General Disclaimer

This document is not to be construed as a promise by any participating company to develop, deliver, or
market a product. Mobilware, makes no representations or warranties with respect to the contents of this
document, and specifically disclaims any express or implied warranties of merchantability or fitness for any
particular purpose. Further, Mobilware, reserves the right to revise this document and to make changes to
its content, at any time, without obligation to notify any person or entity of such revisions or changes. All
Mobilware marks referenced in this presentation are trademarks or registered trademarks of Mobilware in
the United States and other countries. All third-party trademarks are the property of their respective
owners.
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